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Abstract:

In real-time video streaming systems, NAT(Network
Address Translator) traversal technology is very important, as it
can significantly reduce system operating bandwidth costs.

In past studies, four NAT classifications and nine NAT
classifications were proposed for NAT behavior. At the same
time, STUN, TURN, P2P, ICE, ALG, C2C, etc. protocols were
proposed to implement NAT traversal. Although the above NAT
classifications and traversal methods have effectively solved the
current problems, there are still unknown NAT classifications
waiting to be discovered and traversed.

This paper discovers a new NAT behavior for the first time
and proposes an effective NAT traversal method. This NAT
behavior is called Port Knocking Sensitive (PKS) NAT. The
PKS NAT will block the mapping port for external active
invading packets, which helps prevent DDoS(Distributed Denial
of service) attacks. Regardless, this newly discovered NAT

behavior will render existing NAT traversal techniques
inoperable.
This paper also proposes a Synchronous Client to

Client(SC2C) NAT traversal protocol technology for the first
time. This protocol first requires both parties to test and predict
the Mapping Port of their own NAT and notify the other party.
The server then coordinates both parties to send NAT traversal
packets synchronously, which can successfully traverse this
newly discovered NAT. The experimental results prove that this
new NAT does block the existing NAT traversal protocol, and
also confirm that the SC2C NAT traversal protocol proposed in
this paper can indeed effectively traverse this newly discovered
NAT.
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1. Introduction

The popularity of the Internet has led to a variety of
network applications, especially those that require

high-bandwidth image streaming, such as video streaming,
online video conferencing, real-time video communication,
real-time video monitoring, etc. In addition, although IPv4
network addresses only use four digits, which is completely
insufficient to supply the huge number of users around the
world, IPv4 is still the mainstream standard in the world.
Therefore, NAT[1] was born to meet the needs of the times
and solve the problem of insufficient IP locations. However,
NAT also brings about the problem of network inaccessibility,
especially for point-to-point video streaming applications,
which has a huge impact.

NAT uses IP address and port conversion technology to
allow many virtual IP users to share one real IP address to
solve the problem of insufficient IP locations. Under
NAT(NAT1), virtual IP users can still enable the Client to
Server (C2S) service, but users in the real Internet
environment, or users in another different NAT(NAT2)
environment, cannot actively connect directly to users in the
NAT1 environment.

In many video streaming applications, real-time video
and audio intercommunication applications such as: Video
Surveillance, Video Phone, ... etc., video and audio packets
will be blocked by NAT devices, resulting in the failure of
video and audio streaming protocols including: RTP, RTSP,
RTCP, RTMP, SIP, H.323, ... etc.

In previous research, TURN[2] proposed using server
switching technology to enable audio and video
communication between two parties in different NAT
environments. This approach indeed solved the problem of
audio and video communication being unable to be
communicated due to NAT, but it also brought about the
problem of requiring huge operating bandwidth costs.

In previous studies, ICE[3], uPnP[4], ALG[5] and others
proposed NAT traversal methods, which directly implement
algorithms on NAT devices. This method enables direct
communication between two parties under different NATs



without the need for additional servers. However, these
methods must be built on a special NAT that supports ICE,
uPnP, and ALG.

In previous studies, STUN[6~7] used STUN Server to
observe NAT Port and exploited un-rigorous NAT to achieve
direct communication between two parties under different
NATs without the need for additional servers. However, this
method still cannot traverse the rigorous Symmetric NAT.
Furthermore, due to security considerations, almost all NATs
currently on the market are Symmetric now.

In previous studies, C2C[8~12] used the server to help
predict the NAT port change rules of its own end, and then
informed the other party of the predicted port, so that the two
parties under different NATs can communicate directly
without the need for additional servers. This method can also
traverse Symmetric NAT.

In the past, there have been many studies on NAT
behavior analysis and classification. Among them,
STUN[6~7] divides NAT into four categories. Although the
STUN method cannot traverse the most rigorous Symmetric
NAT, the C2C method can successfully traverse it. Takeda[13]
also proposed nine NAT classifications, and [14-18] also
proposed various NAT behavior analyses and classifications.
Among them, the Asymmetric NAT proposed by [14] is
similar to the nine categories proposed by [13], and also
proposed a NAT traversal method. [9,18] proposed ICMP
Packet Sensitive(IPS) NAT behavior and related traversal
methods.

This paper proposes a new NAT, called Port Knocking
Sensitive(PKS) NAT, and a new NAT traversal method,
called Synchronous Client to Client(SC2C) NAT Traversal
Protocol, which will be described in detail in the next chapter.

2. The Proposed System

The SC2C-based NAT traversal protocol proposed in
this paper is shown in Figure 1 below. The figure includes:
the server, the calling end, the called end, and the NATs of
both ends. In order for the calling and called parties to
complete NAT traversal and directly communicate with each
other through video streaming, they must go through four
procedures of the SC2C protocol, including: registration
procedure, port prediction procedure, synchronization
procedure, and NAT traversal procedure, which are described
in detail below:

2.1. Registration Session

The registration process has two main purposes: first,

authentication, and second, pre-establishing a connection to
facilitate communication between users, especially parameter
transmission between two points of the SC2C protocol. The
registration program uses TCP connection and maintains a
online connection to avoid affecting the subsequent port
prediction program and interfering with the prediction of
NAT Port. The registration process is not the focus of this
paper, so the security mechanism and the connection
maintenance mechanism are not considered. The detailed
registration packet is shown in steps 1 to 4 of Figure 1. The
contents of the registration packet are as follows:

Step 1: Client “John” sends a registration message
“REGISTER|John” to the server

Step 2: Server responds with a successful registration
message "REGISTER _200|John" to "John"
Steps 3 and 4 are the registration process for "Peter".

After the registration process is completed, control
signal of video streaming and NAT traversal commands, such
as call commands (INVITE, INVITE 200), RTP
synchronization commands (SYN, SYN 200), etc., will be
transmitted and exchanged through this registration process.
As long as the registration process maintains a regular
connection status, NAT will not configure a new port when
transmitting and exchanging messages to avoid affecting and
interfering with subsequent NAT Port predictions.

2.2. Port Prediction Session

Because NAT traversal has a higher success rate in UDP
mode, it is almost impossible to succeed in TCP mode.
Furthermore, each terminal does not know the NAT status of
its own location, so the terminal needs the help of the server
to inform the IP and Port of the NAT it sees. In addition, NAT
traversal is a Client to Client (C2C) architecture, because
both communicating parties are clients and both actively send
packets to each other. This communication mode is different
from the traditional Client to Server (C2S) architecture.
Therefore, both parties in the C2C architecture must send out
completely symmetrical packets simultaneously. The
so-called complete symmetry means that the Source IP and
Port of the packets of both parties are exactly the same as the
Destination IP and Port. If both parties are in a real IP
environment, it is very easy for both parties to send
completely symmetrical packets under the C2C architecture.
However, if both parties are under different NATSs, it is very
difficult for both parties to send completely symmetrical
packets under the C2C architecture because the Source Port
of the packets of both parties is controlled and configured by
NAT, which is uncontrollable by the client parties. Although



the Source Port of the client packet after traversing NAT
cannot be controlled, it can be observed and predicted. This
section will describe the port prediction process in detail.

The main purpose of the port prediction program is to
predict the NAT communication port in your environment,
and then inform the other party of the predicted
communication port through the registration connection, so
that the other party can send UDP packets to traverse your
own NAT and achieve the goal of NAT traversal.

When the calling party intends to communicate directly
with the called party, both parties must first test and predict
the NAT Port change rules in their own environment, and
predict the Port communication port that their NAT will use
for the next new UDP session. Then, they will inform each
other of their own NAT IP and predicted Port value, and both
parties can enter the NAT traversal process. The detailed
steps 5~6 of the Port Prediction Session are as follows:

Step 5: Client “John” sends a new UDP packet
“TEST|John” to the server. The Source IP and Port of this
packet are (IP1,%*), and the Destination IP and Port are
(IPC,C). Because it is a new UDP session, NAT-1 will
configure a new Port value pl, so the Source IP and Port of
the packet will be changed to (IPA, pl).

Step 6: After receiving the test packet from the Client,
the Server will respond to the Client “John” with the Source
IP and Port value (IPA, pl) of the packet. The packet content
is “TEST 200|IPA|pl”. Where IPA is the IP address of NAT-1
where "John" is located, and pl is the modified Source Port
of NAT-1.

Steps 5 and 6 are executed repeatedly. Step 5 will send a
new UDP program whose Source Port is completely different
from the previous UDP session. Therefore, NAT will
configure a new Source Port. The user end can predict the
next port value (p3) of NAT by repeating steps (5,6), (7,8),...
Then, through steps 9 and 10, the IP and port value (IPA, p3)
of the NAT on the own end are passed to the called end. The
detailed steps are listed below:

Step 9: The client sends its own NAT IP (IPA) and
predicted port (p3) to the server. The packet content is
“INVITE|John|Peter|IPA|p3”.

Step 10: The server transfers the data sent by "John" in
step 9 to "Peter”.

After receiving the data from "John" in step 10, the
called party "Peter" immediately start port prediction which is
as same as steps 5~8 at steps 11~14.

2.3. Synchronization Session

In a C2C communication architecture, even if the two
communicating parties send completely symmetrical packets,
due to lack of synchronization, one party may deliver the
packet to the other party's NAT door earlier and the packet
may be blocked or even returned, resulting in NAT traversal
failure in the C2C communication architecture.

Figure 2 below lists two actual cases. In Case-1, NAT-2
is a Port Knocking Sensitive(PKS) NAT. When the packet
arrives at NAT-2 in advance, NAT-2 will block the knocked
port (g3). The new UDP session sent subsequently will skip
Port (q3) and use other Ports (q4) to avoid the risk of being
attacked by DDOS packets, which will cause the NAT
traversal in the subsequent step 21 to fail.

In Case-2, NAT-1 is an ICMP (Internet Control Message
Protocol) packet-sensitive NAT. When the packet arrives at
NAT-2 in advance, NAT-2 will usually return it with an ICMP
packet. NAT-1 is an ICMP Packet Sensitive(IPS) NAT. After
receiving the ICMP packet, it will immediately close the used
Port (p3) and no longer use it. This behavior is designed for
network security to avoid hacker intrusion, but it also causes
the subsequent step 21 NAT traversal to fail.

Therefore, under the C2C communication architecture,
both parties must synchronize their time first and then send
out symmetric packets together to successfully complete NAT
traversal. Therefore, the main purpose of steps 17 to 19 is to
synchronize the two communicating parties and send out
symmetric UDP packets at the same time to allow UDP to
successfully traverse NAT. The detailed description is as
follows:

Step 17: The client sends a synchronization packet
"SYN|John|Peter|IPA|p3|IPB|q3" to the server, where (IPA,p3)
is the IP and port predicted by Client "John" and (IPB,q3) is
the IP and port predicted by Client "Peter”.

Step 18: The server sends a synchronization packet
“SYN 200|Peter|IPB|q3” to the client “John”. After
receiving the packet, the client “John” immediately sends a
NAT traversal packet in step 20.

Step 19: The server sends a synchronization packet
“SYN 200|John|IPA|p3~ to the client “Peter”. After
receiving the packet, the client “Peter” immediately sends a
NAT traversal packet in step 21.

2.4. NAT Traversal Session
The NAT traversal program uses the UDP protocol, with

both communicating parties sending symmetric packets to the
other party's NAT. As long as the original and destination IP



and Port of the packets of both parties are symmetric, and
they are sent synchronously, they can traverse each other's
NAT and achieve the goal of intercommunication. This
communication method is the C2C mode, which is different
from the traditional C2S mode. Steps 20~21 will be explained

in detail below.
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Fig.1 The Synchronous Client to Client(SC2C) Protocol.

Step 20: Client “John” sends a new UDP packet to
NAT-2 where Client “Peter” is located. The destination IP
and Port of the packet are (IPB,q3). After the packet passes
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Steps 20 and 21 will send out new UDP packets at the
same time. These two UDP packets are completely
symmetrical, so they can complete NAT traversal and



establish a client to client(C2C) communication channel.
Then the RTP video packet can be transmitted through this
C2C channel, completely eliminating the bandwidth
operation cost of forwarding through the server.
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technology proposed in this paper is applicable to all NAT
types, including Symmetric NAT.

For new UDP or TCP Session, NAT will configure a
new Port Number. Each NAT has different rules for
configuring new Ports. Table 2 below lists the statistics of
NAT Port change rules. Most of them are +1, so the success
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Fig.2 Two cases of NAT Traversal.
3. Experimental Results and Discussions

This paper proposes a synchronous C2C NAT traversal
technology and uses 134 commercially available NAT models
for experiments. Table-1 lists the classification results of the

134 NAT models based on STUN protocol.

Table.l. NAT type statistics based on STUN protocol.

NAT Type(STUN) Number Percentage

Full Cone 20 14.9%

Restricted Cone 31 23.1%

Port Restricted Cone 79 58.95%
Symmetric Cone 4 2.98%

Total 134 100%

From the above table, we can see that according to the
STUN standard classification, most NATs belong to PRC,
among which Symmetric NAT cannot be traversed by the
STUN method. The synchronous C2C NAT traversal

rate of Port Prediction Session is very high. Only three are
Random, including: AboCom (FSM410), ASUS (Rx3081)
and Octtle (SP4220).

Table.2. NAT Port change rule statistics

Port Changed Rule | Number | Percentage
+1 126 94.03%
+2 5 3.73%
Random 3 2.24%
Total 134 100%

In the analysis and statistics of Port Knocking
Sensitivity(PKS) and ICMP Packet Sensitivity(IPS), only 28
of the 134 NAT models belong to PKS NAT, and 2 belong to
IPS NAT. The brand names of only the 2 IPS models are 10
DATA (NP-BBRM) and AboCom (CAS4047B). The 28 PKS
models include brands such as AboCom*1, ASUS*1,
D-Link*11, EDIMAX*7, GigaByte*1, SAPIDO*5, SMC*1,
and ZyXel*1. Table.3 list the statistics number of PKS and
IPS NAT.



Table.3. NAT behavior statistics

NAT Behavior | Number Percentage
PKS 28 20. 90%
IPS 2 1. 50%
Others 104 7. 61%
Total 134 100%

In order to verify the performance of the synchronous
C2C protocol, three NATs were selected for testing. The
following table lists the success rate of the interaction test.
Each case was tested 100 times. SC2C is the synchronous
C2C proposed in this paper, and C2C is the asynchronous
C2C with steps 17 to 19 deleted. The data in the table shows
that synchronous C2C has good performance for IPS and
PKS.

Table. 4 Successful Rate of NAT Traversal with C2C
and SC2C protocols.

Galled | Others IPS PKS

Callin,

SC2C C2C SC2C | C2C SC2C | C2C

Others | 98% 90% 96% 10% 98% 92%

IPS 99% 92% 96% 5% 98% 90%

PKS 97% 1% 99% 2% 96% 2%

4. Conclusions

This paper discovers the new behavioral NATs for the
first time, names as Port Knocking Sensitive(PKS) NAT. This
PKS NAT will make many NAT traversal methods proposed
in the past invalid. This paper also proposes a synchronous
C2C(SC2C) NAT traversal protocol for the first time, which
enables NAT traversal to be successful. Experimental data
also confirms the superiority of the synchronous NAT
traversal protocol.
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